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a b s t r a c t 

Security controls and countermeasures have shifted from static desktop-based and corporate network en- 

vironments to heterogeneous, distributed and dynamic environments (e.g., cloud and mobile computing 

or Internet of Things). Due to this paradigm shift, adaptive and risk-based approaches have gained signif- 

icant importance. These approaches allow security managers to perform context-aware decision making, 

adapting controls’ deployment, configuration or use to every specific situation, depending on the cur- 

rent value of risk indicators or scores and on the level of risk tolerated by the organisation at any given 

time. This paper proposes a model to automatically adapt security controls to different risk scenarios in 

almost real-time (if required). This model is based on a three-layer architecture and a three-step flow 

(measurement-decision-adaptation), relying on a scalable policies&rules framework capable of integrat- 

ing with different kinds of controls. Furthermore, the proposed model is validated and evaluated with an 

actual use case. 

© 2022 The Authors. Published by Elsevier Ltd. 

This is an open access article under the CC BY-NC-ND license 

( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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. Introduction 

Dynamic security allows security managers to select the best 

ontrol for achieving required security levels lively. These levels 

ay depend on context evolution, asset changes and, ultimately, 

n the observed risk and the risk that the organisation or users are 

repared to tolerate in a given situation Poolsappasit et al. (2011) . 

There are no one-control-fits-all-scenarios in current security, 

o static configuration, deployment, use or management of a secu- 

ity control is able to cope with risk within all possible situations. 

ome configurations will work better under certain environmental 

onditions, others will be more secure when facing specific threat 

ctors, and some of them will be only used when employees use 

pecific devices or services. For example, an operator of a critical 

nfrastructure will be required to use a second authentication fac- 

or on a service configured to use only one if the level of terrorist 

lert has exceeded a certain threshold on that day. An employee 

ill not be able to download a document from a corporate server if 

e is working on his personal mobile phone instead of his profes- 

ional laptop. Alternatively, the whitelist of allowed domains may 

hange depending on the security team’s level of control over the 

etwork from which an employee connects to the Internet. 
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An intelligent approach to deal with this heterogeneity, un- 

ertainty and dynamism is an adaptive and risk-based one, ca- 

able of adjusting applied security controls to the asset’s context 

nd state and the risk these factors imply at a given moment 

ion et al. (2018) , Lara et al. (2019) . The objective is to propose

 model that autonomously changes the behaviour of security con- 

rols by monitoring the assets and their context, quantifying the 

isk and safeguarding assets to the desired levels (mitigating the 

uantified risk to its tolerated value). 

The main contributions of this work are: 

1. The definition of a new model capable of adapting security con- 

trols to different risk scenarios, automatically and in almost 

real-time: RiAS ( Ri sk-based A daptive S ecurity). 

2. The proposal of a three-layer architecture and a three-step flow 

(measurement-decision-adaptation) supporting this model. 

3. The definition of the offline steps required to make this adap- 

tation flow work, enabling reactive or proactive parametric, ar- 

chitectural and behavioural adaptations with different timing 

strategies and deployment approaches for the three proposed 

layers. 

4. The specification of an easy-to-use, flexible, scalable and 

generic policies&rules-based engine capable of integrating with 

different kinds of controls. 

5. A first prototype of the proposed architecture used in a real 

scenario, validating its functionalities and assessing its levels of 
nder the CC BY-NC-ND license ( http://creativecommons.org/licenses/by-nc-nd/4.0/ ) 
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performance and security when adapting a Web Application Fil- 

ter (WAF). 

The rest of this paper is organised as follows. Section 2 pro- 

ides an overview of the related work and previous researches 

n the field. Section 3 discusses the primary motivations for this 

ork, providing motivating examples, and research questions that 

eed to be answered. Section 4 describes the proposed architec- 

ure and considered assumptions, presenting the new adaptation 

odel. Section 5 details its validation and evaluation with an ac- 

ual use case. Finally, Section 6 summarises our main conclusions 

nd the most interesting lines for future research. 

. Related work 

The emergence and progress of paradigms such as cloud, mo- 

ile, fog, edge Computing and the Internet of Things, the evolu- 

ion of software development models and network infrastructures 

increasingly software-defined) and new application domains and 

heir requirements in terms of quality of service and experience 

Industry 4.0, Smart Cities, 5G, robotics, eHealth) have forced re- 

earchers to consider a new evolution in which security capabili- 

ies become dynamic. This dynamism implies that security capa- 

ilities can be reconfigured and adapted to the context, according 

o the actual threats and the tolerated risk. Different researches 

ave addressed dynamic security in the last years, proposing con- 

rols that are applied or not depending on the situation (dynamic 

ecurity policies proposed in Varadharajan et al. (2019) ) or con- 

guration changes that are applied based on context (such as 

raur (2017) or Bursell, 2019 ). 

Despite these good examples, dynamic security is still an am- 

iguous and undefined concept. Adaptive security and risk-based 

ecurity are closely related concepts that often appear in research 

xploring dynamic security. 

.1. On adaptive security 

Adaptive systems are able to modify their composition, archi- 

ecture or behaviour in response to their state and perception of 

he operating context. They require an adaptation logic; the well- 

nown MAPE-K cycle Arcaini et al. (2015) proposes the following 

tructure for this logic: a component to monitor the operating con- 

ext and the managed resources (M), a component to analyse gath- 

red data looking for significant changes (A), a component to plan 

daptation (P), a component to control its execution (E), and the 

ast component to work as a knowledge repository (K). 

Previous works in the adaptive security field have shown how 

o apply this kind of cycle with two different approaches: 

• Context-aware security : This approach relies on context- 

awareness such as geolocation, time, the reputation of a specific 

IP address or domain, type of device used, etc. to make security 

decisions. All this information, dynamically gathered and pro- 

cessed, can offer greater security than usual static techniques 

in different areas of application. 

This concept appears, in most cases, in scenarios of authen- 

tication and authorization in distributed systems, the reso- 

lution of access control can be based on different proce- 

dures or attributes depending on the context of a partic- 

ular request Veloudis et al. (2016) , Dasgupta et al. (2016) , 

Ashibani et al. (2017) , Kumar et al. (2018) , Psarra et al. (2020) . 

These context-aware mechanisms have also been applied 

in cryptography Fazeen et al. (2014) , anomaly detection 

Cuadra and Aracil (2017) , Yasaei et al. (2020) or security assur- 

ance Jahan et al. (2020) . 
• Incremental or Intelligent security : This approach usually 

combines different techniques and tools such as Big Data, 
2 
Analytics or Security Information and Event Management 

(SIEM) to detect anomalies, outliers or deviations from stan- 

dard behaviours to act accordingly. Incremental/Intelligent Se- 

curity is based on collecting, standardising, and analysing 

data generated by networks, applications, databases, logs, and 

other infrastructure in real-time. This information is evalu- 

ated and processed (through machine learning, pattern recog- 

nition, etc.) to translate the data into a human-readable format 

that support informed decision making Mohsin et al. (2016) , 

Liu et al. (2017) , He et al. (2017) , Fernández Maimó et al. (2018) ,

Parampottupadam and Moldovann (2018) , Fan et al. (2019) , 

Sasubilli et al. (2020) . 

Table 1 compares previous works on Adaptive Security which, 

ue to their similarity to RiAS, have been considered relevant for 

his work. The table includes those papers that aim at a dynamic 

on-manual adaptation of security controls considering the context 

r intelligent decision making, excluding very interesting works 

ut are devoted to detection, analysis, alerting and, eventually, 

ecision-support for human operators. 

.2. On risk-based security 

On the other hand, dynamic security also includes risk-based 

ecurity. This paradigm manages to identify the different risks of 

ach of the organisation’s assets, prioritising the cost of mitigation, 

uality of experience and usability, functionality, etc., which means 

educing these risks to an acceptable level. This approach allows 

rganisations to deal with typical security trade-offs. 

It is necessary to monitor, quantify and evaluate the risks con- 

inually to obtain adequate risk-based security. It is also required to 

ecide how risks will be treated when they appear. This treatment, 

o lead to efficient and effective results, should be dynamically de- 

ided and deployed. 

Most of the application scenarios of this paradigm fo- 

us again on access control, good examples can be found in 

hen et al. (2016) , Díaz-López et al. (2016) , Steinegger et al. (2016) ,

etoui et al. (2017) or Sepczuk and Kotulski (2018) . But there are 

ther examples in different application domains such as Indus- 

rial Control Systems Qin et al. (2018) , Software Defined Networks 

ripathy et al. (2018) or Data Processing Petersen and Vankem- 

en (2019) . Table 2 summarises the main features of previous 

orks on risk-based security relevant to this research. 

. Motivating example and research challenges 

Previous works have not proposed a generic model or method- 

logy to enable adaptive or risk-based security. The aforemen- 

ioned MAPE-K cycle is one of the few general models that can 

erve as a basis for proposing adaptive, not necessarily risk-based, 

olutions. 

Researches introduced in the previous section focus on design- 

ng and developing specific adaptive or risk-based approaches; al- 

ost all of them are devoted to access control within different ap- 

lication domains, as illustrated. This lack of a theoretical model or 

ethodology makes it difficult to merge proposed solutions to ob- 

ain adaptive and risk-based approaches, reuse them with different 

ecurity controls, or extend their utilisation. 

For example, traditional firewalls have been demonstrated as a 

owerful solution to protect corporate networks against unwanted 

raffic or intrusions, potentially harmful code, etc. Firewall rules are 

articularly challenging to keep up to date. These rules are hard to 

dapt or reconfigure when the network topology is modified, when 

ew services are offered inside the corporate network or when 

pecific threats are more likely over a certain period. The main rea- 

on is that up to several hundred or thousand rules must be con- 

gured in current firewalls. An update might require an in-depth 
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Table 1 

Comparison of relevant previous works on adaptive security. 

Work Application Domain Measurements Adapted control 

Veloudis et al. (2016) Access control Cloud Security Context Element, 

Permission, Context Pattern 

Grant or deny access to sensitive 

data 

Dasgupta et al. (2016) Access control Cloud and Mobile Latency, Throughput, Storage 

Space Utilization, etc. 

Request different authentication 

factors 

Ashibani et al. (2017) Access control IoT (Smart Home) Usage patterns, users’ profiles 

and calendar 

Privileges and permissions (based 

on rules) 

Kumar et al. (2018) Access control Mobile (Android) App functionalities, phone 

state, battery status, time, etc. 

App access permissions 

Psarra et al. (2020) Access control and 

Encryption 

Cloud (eHealth) Identity of a user, role, access 

patterns, type of connection, 

etc. 

Decision based on access control 

policies 

Fazeen et al. (2014) Encryption Mobile Sensitive words Encryption type (high-strength 

algorithm for sensitive 

information) 

Jahan et al. (2020) Security controls IoT (Autonomous 

systems) 

State variables, their 

association with the system’s 

functions, methods, and 

components, etc. 

Add-Delete-Modify the system’s 

functionality 

Fernández Maimó et al. (2018) Anomaly detection 5G Depending on the anomalies 

to detect 

Deploy more resources, replace 

the deep learning framework or 

the detection model 

RiAS All All Risk indicators and scores All 

Table 2 

Comparison of relevant previous works on risk-based security. 

Work Application Domain Measurements Adapted control 

Chen et al. (2016) Access control Cloud (eHealth) PV (the vulnerability of the 

current environment), PT 

(threatening) and PI (the integrity 

assessment) 

Decision based on access control 

policies if certain risk thresholds 

are exceeded 

Díaz-López et al. (2016) Access control Cloud IT components and objects 

features, situational conditions, 

people description 

Decision based on access control 

policies if certain risk thresholds 

are exceeded (encryption 

techniques, authentication 

mechanisms, etc.) 

Steinegger et al. (2016) Access control Web applications Authentication indicators 

according to the requirements of 

the web application 

Decision based on 

pre-configurations and access 

control policies if certain risk 

thresholds are exceeded (reject 

requests, re-authentication, etc.) 

Metoui et al. (2017) Access control Threat detection The context, the function and the 

trust of the application 

Risk Mitigation (e.g., data 

anonymization) and Trust 

Enhancement (e.g., stronger 

authentication) 

Sepczuk and Kotulski (2018) Access control Cloud and Mobile The user’s security experience, 

type of service and authentication 

mechanism 

Choice of the authentication 

mechanism or mechanisms 

according to the level of risk 

Qin et al. (2018) Decision-making Industrial Control 

System 

Attack strategy, security strategy, 

recovery strategy 

Turn off systems, disconnect from 

the network, encrypt data, disable 

security systems, etc. 

Tripathy et al. (2018) Decision-making Software Defined 

Networks 

CVSS Re-choosing the routing path 

Petersen and Vankempen (2019) Processing of data Information systems Input data and different identifiers 

and values (e.g., source or 

destination host, IP, port, allowed 

actions, allowed programs, etc.) 

Forward data to event/platform 

manager for presentation to 

personnel. 

RiAS All All Risk indicators and scores All 
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nalysis of all of them to determine which rules to change and 

ow to change them. Security managers often do not have time 

o conduct this analysis, so the rules often remain unchanged (fur- 

hermore, unrelated to the faced risk or the tolerated risk). This 

mplies either that they apply too restrictive policies (causing us- 

bility issues, restricting functionality or increasing costs, for ex- 

mple) or do not protect the network adequately (which ends up 

ausing security incidents). 

Fig. 1 summarises the proposed approach based on a traditional 

ontrol loop: the protected system or asset is the controlled pro- 

ess, the security control in the loop is the controller function. 

ith static and predictable inputs, this function could be static and 
3 
et, be capable of automatically adjusting the behaviour of the as- 

et to keep the actual risk below the tolerated risk level. Noise and 

ariable inputs make adaptive control necessary. 

In modern control engineering, the controller can be designed 

o adapt, adjusting its behaviour to changes in the context, as- 

ets, or desired output. However, traditional security controls are 

ot adaptive, mainly because this capability of adaptation would 

ake them more complex, sophisticated and, in the end, expen- 

ive. These are the main reasons why this paper proposes to add 

he capability of adaptation from outside the control, relying on 

he ”separation of concerns” design principle, using RiAS ( Ri sk- 

ased A daptive S ecurity): 
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Fig. 1. High-level description of potential use cases. 
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• Resources available for adaptation: If the adaptation capabil- 

ity is embedded into the security control, control owners will 

have to limit the scope of what they adapt and how they adapt 

it to what they can afford to implement and reasonably man- 

age within this specific control. With an external solution such 

as RiAS, resources devoted to adaptation are shared among all 

the security controls and are used exclusively to perform adap- 

tations. Adaptation may be based on complex reusable mech- 

anisms, and this will not affect controls complexity or costs. 

Furthermore, scalability, ease of updating, and expandability in- 

crease relying on an external solution because resources can 

be added to RiAS as required, its components can be modi- 

fied if needed, and new layers or components can be deployed 

without affecting security controls design or deployment. These 

controls would require significant changes to perform these 

scale, update, or expansion processes with embedded adapta- 

tion capabilities. RiAS can be modified when required, security 

controls deployed in an organisation, likely not so often. 
• High performance: In connection with the above, if RiAS is run 

as an external solution, the performance of adaptation deci- 

sions in terms of latency and throughput can be improved by 

adding more computing resources to the general-purpose plat- 

forms where the solution is executed. This high performance is 

more challenging to obtain executing adaptation decisions in- 

side security control because computing resources devoted to 

adaptation will usually be minimal, and optimisations will be 

challenging to achieve. With RiAS, the primary responsibility is 

adaptation; there is no other function to optimise. 
• Standardisation and reliability: If RiAS is independent of specific 

security controls, it is possible to standardise instrumentation, 

monitoring, the definition of rules and policies, etc., with solu- 

tions that are not tied to specific manufacturers, technologies 

or paradigms. Decision-makers, policy administrators and con- 

trol owners will only have to deal with one adaptation model 

valid for all controls. Furthermore, adaptation mechanisms are 

responsible for gathering, storing, and analysing high-value in- 

formation. Decision-makers must trust them to operate cor- 

rectly. Outages and unreliable behaviour can have an immediate 

harmful impact on the organisation’s security. An external solu- 

tion such as RiAS can include security, fault tolerance and high- 

availability mechanisms that traditional security controls do not 

embed. Furthermore, if RiAS were to fail, the stand-alone secu- 

rity controls would not be affected; they would revert to tradi- 

tional, static operation. 
• Flexibility: An external solution such as RiAS is able to instru- 

ment different assets and their global context. On the other 

hand, an individual control may not have a holistic view of 

the complete operation environment simply because it does not 

have access to all distributed data sources. This capability to 

correlate data from different sources improves the quality of 

adaptation decisions. An external solution will likely offer help- 

T

4 
ful functionalities to human operators often not possible within 

individual security controls, not always providing the proper 

interfaces and APIs. Some examples could be visualising con- 

text information, analysing historical data about adaptation de- 

cisions, edition of rules and policies, etc. 

This new model for adaptation, including the risk-based ap- 

roach, implies significant research challenges. The following re- 

earch questions summarise the most important: 

• What type of architecture and decision flow best fit the pur- 

sued objective to provide the capacity of adaptation, from the 

outside to all types of security controls? 
• How can risk be quantified to guide adaptation decisions? What 

attributes of an asset’s context should be measured to know if 

the adaptation of security control is necessary considering risk- 

based criteria through Key Risk Indicators, Indicators of Com- 

promise, Indicators of Attack or risk scores? 
• What kind of adaptations are possible? How can we decide 

which is the best in each case? How can we express the al- 

lowed adaptations in a generic way (independent of the con- 

trol)? 
• How can the need for adaptation of a given control be ex- 

pressed? Furthermore, how can this adaptation be made effec- 

tive once the decision has been made? 

The following sections of this article present a new model, RiAS, 

hat aims to answer all these research questions. 

. Proposed model: Risk-based adaptive security 

RiAS is a new model capable of adapting security controls 

o different risk scenarios. This section introduces the three- 

ayer architecture and the three-step flow (measurement-decision- 

daptation) proposed to support this model, as well as the as- 

umptions under which it operates. 

.1. Underlying architecture and assumptions 

The proposed model is based on a trusted agent that adapts 

ecurity controls and countermeasures depending on the risk evo- 

ution. This agent can be executed in-house or consumed from a 

hird party. The architecture supporting this model comprises three 

ayers that can be deployed in a centralised or distributed way and 

ay communicate explicitly or indirectly by sharing information 

sing a knowledge repository. 

These three layers are shown in Fig. 2 . The Measurement layer 

omprises the M (Monitor) and the A (Analysis) components of 

he traditional MAPE-K loop. This layer is responsible for gathering 

ata about protected assets, security controls and their context and 

ransforming it into context-awareness to feed the following layer. 

he Decision layer is the P component (Plan) of the MAPE-K loop, 



M. Calvo and M. Beltrán Computers & Security 115 (2022) 102612 

Fig. 2. Three-layer architecture supporting the proposed model. 
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Fig. 3. Flow to perform risk-based adaptation of security controls. 
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f

here the adaptation engine resides. The K component (Knowl- 

dge), expressing adaptation goals and other relevant information 

equired to make risk-based decisions through rules and policies, 

s also in this layer. Finally, the Adaptation layer corresponds to 

he Execution component (E) of the MAPE-K loop, responsible for 

aking real the decided adaptations. 

These three layers may interact with three different kinds of 

ctors: 

1. Decision-makers: Responsible for deciding how context is cap- 

tured (including policy-triggers and events) and defining the 

rules that determine how, when or where the adaptation of se- 

curity controls and countermeasures should be performed. 

2. Policy administrators: Responsible for defining the policies that 

manage these adaptations. Therefore, for translating to a stan- 

dard language the answer to a crucial question: why adapt a 

specific security control? 

3. Control owners: Responsible for integrating the proposed archi- 

tecture with specific controls and countermeasures to enable 

decided adaptations. They must provide the interfaces, APIs or 

middleware required to perform necessary changes. 

.2. Adaptation flow 

The three layers composing the proposed architecture provide 

he necessary resources to the actors mentioned above to manage 

daptation processes, govern decisions and adjust security controls, 

espectively. They also include the essential components to follow 

he adaption flow described in this section ( Fig. 3 ). 

.2.1. Offline steps 

By defining adaptation rules, decision-makers determine, of- 

ine, the kind of adaptation that should be performed in each case. 

ules are specified at design time, and they can be updated, im- 

roved and completed later, after learning about their utility as- 

essing adaptation performance. 
5 
The first question these rules have to answer is what should be 

hanged in the security controls or countermeasures to observe the 

esired adaptation. This work categorises adaptation within three 

roups: 

• Parametric: The adaptation is obtained by modifying the se- 

curity control configuration, adjusting different parameters or 

tuning internal elements or components with different values. 
• Architectural: In this case, the adaptation relies on some struc- 

tural modification such as the removal, deactivation or addition 

of an element or component. Or a different deployment or in- 

teraction of the existing ones. 
• Behavioural: The adaptation is performed by managing or using 

the security control differently, changing a protocol, flow, policy 

or procedure, for example. 

The second question the decision-makers need to answer 

hrough the adaptation rules is when adaptation should be per- 

ormed. Three timing strategies are considered in this work: 

• Periodic: Adaptation is performed, always, in specific time win- 

dows determined by a fixed period. Once every hour, once a 
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Table 3 

Summary of the offline steps of the RiAS model. 

Step Issues Alternatives Responsible 

Direct metrics: KRIs, IoCs, IoAs 

Elaborated: Risk scores 

What to measure Monitoring: Policy-triggers and events 

Configuration parameters 

Architecture 

What to adapt Behaviour 

Periodic 

Event-driven 

When to adapt On-demand 

Centralized 

Distributed 

Rules Where to decide Hybrid Decision-maker 

Reactive 

How to adapt Predictive 

Changes in the operating context 

Changes in the protected asset 

Policies Why to adapt Changes in the security goals Policy administrator 

Interface 

API 

Middleware 

Adaptation logic Which artefact Plugin Control owner 

i

m

a

i

q

(

t

t

f

c

t

c

a

t

t

s

t
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a
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o
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t

4

I
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b
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r

day, only once on a specific day, etc. This implies that even if it 

is decided that an adaptation of the security control is neces- 

sary, this adaptation cannot be carried out at an arbitrary mo- 

ment but is somehow programmed. 
• Event-driven: In this case, adaptation is performed, once de- 

cided, always when a specific event specified by the adaptation 

rule occurs. The event will often be the one that has triggered 

the adaptation (a change in the context, in the asset, in the tar- 

get risk, etc.). 
• On-demand: Adaptation is performed when the control owner 

gives her permission to do it. The adaptation, in this case, is 

manual instead of automated. 

The third and last decision that adaptation rules have to capture 

s where the adaptation decision should be made. The approach 

ay be centralised, distributed, or hybrid, depending on the avail- 

ble resources and the adaptation engine’s demands and complex- 

ty. The adaptation rules must specify these aspects and the re- 

uired allocation of the elements composing the three RiAS layers 

executing in-house, on a public cloud, on edge resources, etc.). 

On the other hand, policy administrators specify the policies 

hat manage adaptation during this offline branch of the adap- 

ation flow by determining why these adaptations must be per- 

ormed and how the control should react. 

Polices can be categorised into two groups. First, reactive poli- 

ies that decide about adaptation when context-awareness means 

hat specific changes have been observed. Second, predictive poli- 

ies that decide about adaptation when current context-awareness 

llows us to predict that specific changes will happen in the short- 

erm, trying to be proactive and avoid risks before they emerge. 

What changes should be considered to decide controls adapta- 

ion? Mainly, three types, changes in the operating context of the 

ecurity control (new threats, for example), changes in the pro- 

ected asset (new configuration, a new architecture, new proce- 

ures) or changes in the tolerated risk or security goals. 

Finally, control owners provide the interfaces, APIs, middleware, 

nd plugins necessary to perform the required changes to the se- 

urity controls that have to be adapted during these offline steps 

f the adaptation flow. These agents must develop the code and 

ogic required to apply, at a low level, the decided adaptations to 

he security controls. 

Table 3 summarises all these offline steps of the RiAS model. 
6 
.2.2. Measurement 

This is the first step of the online branch within the RiAS flow. 

ts mission is to carry out instrumentation and monitoring of the 

perating context and the protected asset. This quantification will 

nable decisions to be taken later on regarding the need for adap- 

ation at the security control. 

A heterogeneous set of raw data and elaborated metrics should 

e obtained during this step since very different adaptations could 

e decided and deployed (as introduced in the previous subsec- 

ion). This collection and exposure of different metrics are called 

nstrumentation. 

The instrumentation itself may enable adaptation decisions, but 

ometimes, specific triggers or events specified by adaptation poli- 

ies or rules (a change in the context or the asset, for example) 

ust be monitored to enable these decisions. In the proposed 

odel, monitoring is the process of collecting, aggregating, and 

nalysing metrics to improve context awareness by managing met- 

ics over periods, establishing comparisons, recognising patterns, 

tc. 

Summarising, the difference between Instrumentation (met- 

ics) and Monitoring (context-awareness) mirrors the difference 

etween data and information. Data is composed of measure- 

ents that quantify behaviour, while information is produced by 

nalysing and organising data to build context that provides value: 

riggers and events. 

Instrumentation As introduced before, RiAS metrics may be raw 

easurements of behaviours that can be observed and collected or 

ore elaborated figures. However, all these metrics should meet 

ome common characteristics that make them useful in the pro- 

osed model: 

• Accurate: Measurable, relying on timely and reliable source 

data, objectively quantifiable and verifiable. 
• Simple: Easy to measure, understandable, non-redundant 

(strongly correlated metrics should be avoided; the best of 

them should always be considered). 
• Relevant: Strongly related to the specific considered risk to its 

likelihood or impact. 
• Standardised: Properly defined and documented, therefore, 

traceable and comparable, enabling benchmarking. 

The detailed definition of a wide range of raw data and met- 

ics is beyond this article’s scope. The following is simply a brief 
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lassification of the metrics that can be used in the proposed 

odel. 

Key Risk Indicators (KRI) provide high-level operational vari- 

bles that can be considered a reliable basis for estimating or pre- 

icting risk exposure Rodriguez and Antonucci (2017) . KRIs come 

rom risk mapping processes, determining which phases of a pro- 

ess or activity may be exposed to specific risks. Therefore, these 

ndicators allow us to determine which parts of the process or ac- 

ivity should be changed to reduce the overall risk exposure. In our 

ase, the security control configuration, architecture or use. Typical 

ndicators can be technical such as downtime or time to repair or 

ecover, time to patch, and time to solve a code vulnerability. They 

an also be different, such as hours devoted to employees’ training 

nd awareness or user complaints. 

Policies defined relying on KRIs usually work with one of the 

ollowing three approaches to trigger an adaptation decision: the 

ecision depends on changes observed in the KRI value, the de- 

ision depends on the KRI value being above or below a certain 

hreshold (trigger level) or the decision depends on a target KRI 

alue that is not fulfilled. 

For example, if decisions about the adaptation of a firewall have 

o be made, one of the considered KRIs may be network downtime. 

uppose this downtime suffers significant modifications from one 

easurement to another. In that case, if this downtime is above 

 fixed threshold or if the committed target for this downtime is 

ot being guaranteed, adaptations might be performed to change 

he firewall rules or its location inside the corporate network, for 

xample. 

Low-level measurements such as Indicators of Compromise 

IoC) or Indicators of Attack (IoA) can be used in RiAS too, in this 

ase, to detect situations in which the protected asset has been or 

s being attacked by an adversary or compromised by malicious 

oftware Mavroeidis and Bromander (2017) . IoCs are forensic arte- 

acts, simple network, applications or operating system observa- 

ions whose presence is reliable proof of a past security incident. 

hile IoAs focus on detecting, in real-time, the intent of what an 

ttacker is trying to accomplish, the steps that this adversary must 

onduct to succeed and the deployed TTPs (Tactics, Techniques, and 

rocedures). 

IoCs are used when reactive adaptation policies need to eval- 

ate if the operating context has changed, and new threats have 

risen, or new attack patterns or TTPs are available, when the pro- 

ected asset has changed and performed changes have made it 

ore vulnerable, when the new tolerated risk would not allow 

pecific incidents to occur, etc. In these cases, typical measure- 

ents regard network traffic, and user accounts activity, databases 

sage, number of requests to specific resources, presence of code 

r exploits in the memory. 

For example, a file with a given MD5 hash in a temporary di- 

ectory of a laptop can be associated with a banking trojan. If de- 

isions about the adaptation of the anti-malware suite have to be 

ade, this IoC may be helpful in improving its installation, config- 

ration or scanning procedure. 

IoAs are used when reactive adaptation policies need to eval- 

ate if the protected asset is under attack at this moment, trying 

o proactively adapt the security control to mitigate the impacts 

f this attack. In this case, the measurement step may be more 

emanding because gathered information regards code execution, 

ateral movement or communication with command and control 

ools. All in real-time in order to enable timely decisions and adap- 

ations. 

For example, if decisions about the configuration of network 

indows services have to be made, and specific SMB traffic is ob- 

erved, adaptations to avoid adversary lateral movements can be 

erformed to mitigate a possible WannaCry, NotPetya or Emotet 

ttack. 
i

7 
Finally, it should be noted that more elaborated metrics are in- 

trumental when predictive adaptation policies are defined. In this 

ase, risk scores can be computed to predict the risk that a partic- 

lar change or action could imply Ruan (2017) . These scores can be 

btained from well-known statistical techniques or, more recently, 

rom machine learning or deep learning techniques. For example, 

uppose decisions about the adaptation of an identity management 

ystem have to be made. In that case, an end user’s request to an 

-commerce site can be scored as suspicious (an anomaly) given 

er previous history, the price of the selected item, the browser 

sed to perform the purchase, the geographical location of the IP 

tc. A high-risk score for this operation may lead to asking for 

 second authenticator, for example, adapting the authentication 

rocess to the performed prediction about risk. 

Monitoring Previous works define context information as any in- 

ormation about the situation of an entity (where an entity can be 

 person, place or object). RiAS is designed to represent, as con- 

ext, not only the metrics mentioned above but also the different 

ypes of triggers and events defined by decision-makers. Each time 

 new adaptation policy or an event-driven rule is defined, the 

onitoring module is configured to monitor the specific trigger or 

vent specified by this adaptation policy or rule and disseminate 

he results of this monitoring with the rest of context-awareness 

o the following layer of the RiaS architecture, the Decision layer. 

.2.3. Decision 

Once context-awareness is obtained and updated through the 

easurement step, this step is responsible for making adaptation 

ecisions by applying the rules and policies defined by decision- 

akers and policy-administrators. 

The rules and policies required to make decisions in RiAS are 

efined with common semantics rules. Policies are the central ele- 

ent for decisions. A RiAS policy specifies whether an asset should 

e adapted given the current context to mitigate risk to its toler- 

ted value. Policies are composed of the following elements: 

• Name: Identifier of the policy. 
• Owner: The policy-administrator who owns the policy, respon- 

sible for its definition, management, update, etc. 
• Type: Reactive or predictive. 
• Control: The control or set of controls affected by the pol- 

icy. Different schemes composed of family names, numbers and 

identifiers can be used in different scenarios. 
• Adaptation conditions: A list of predicates, at least one, each 

with an antecedent and a consequent part. If the antecedent 

part (dependent on information from the Monitoring module) 

takes the value ”true”, the consequent part is evaluated. This 

consequent is expressed in the form of a rule. 

Rules are composed of the following elements: 

• Name: Identifier of the rule. 
• Owner: The decision-maker who owns the rule, responsible for 

its definition, management, update, etc. 
• Timing: Periodic (specifying a period), event-driven (specifying 

the event that triggers the adaptation) or on-demand. 
• Category: Parametric, architectural or behavioural. 
• Control: Each one would be composed of an action and an arte- 

fact (set of specific interfaces, APIs, middleware or plugins that 

must be used to perform the adaptation for this specific con- 

trol). 

The Adaptation engine is responsible for policy evaluation; all 

he predicates have to be checked. If the antecedent part of a pred- 

cate is true, the rule specified in the consequent part is imple- 

ented. Therefore, the adaptation engine listens to the manual ac- 

ivation of policies relying on-demand rules and to event monitor- 

ng at the Monitoring module for policies relying on event-driven 
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Table 4 

Policy example for RiaS. 

Name: Firewall-adaptation. 

Owner: Security admin. 

Control: Corporate firewall. 

Type: Predictive. 

Adaptation conditions: 

Predicate 1: observed (Trigger1 when RS1 greaterThan X) → Rule 1. 

Predicate 2: observed (Trigger2 when RS2 greaterThan Y) → Rule 2. 

Table 5 

Rules example for RiaS. 

Name: Rule 1. 

Owner: Network admin. 

Timing: 

Event-driven: observed(Event1). 

Category: Parametric. 

Controls: 

Action: Corporate firewall apply (restrictive mode). 

Artefact: use (Corporate firewall configuration API). 

Name: Rule 2. 

Owner: Network admin. 

Timing: 

On-demand. 

Category: Architectural. 

Controls: 

Action: Corporate firewall apply (Anti DDoS module). 

Artefact: use (Network orchestration middleware). 
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Fig. 4. Use case architecture using RiAS. 
ules that must be executed immediately. It also works with the 

lock, activating policies periodically when they rely on periodic 

daptation rules. 

For example, if a policy-maker needs to specify that the config- 

ration of a network perimeter control must be proactively modi- 

ed to mitigate DDoS attacks, an adaptation policy should be writ- 

en ( Table 4 ). This policy states that if a risk score (RS1) is above

 threshold X and produces a triggering event (Trigger1), rule 1 

hould be applied. If risk score 2 (RS2) is above a greater thresh- 

ld Y and produces a different triggering event (Trigger2), rule 2 

hould be applied instead. Table 5 shows these rules. 

The first one is an event-driven rule that makes firewall rules 

ore restrictive when the risk of a DDoS attack is predicted to be 

bove a threshold. The adaptation is performed through the con- 

guration API as soon the Monitoring module observes Event1 ( RS1 

reaterThan X , in this case, is the same than Trigger1 ) and propa-

ates this event. 

The second is an on-demand rule that changes the firewall ar- 

hitecture adding a new anti-DDoS module when the risk of a 

DoS attack is predicted to be above a more significant thresh- 

ld. The adaptation is performed through the network orchestra- 

ion middleware when the network administrator grants permis- 

ion to do it (this adaptation, more complex, requires some manual 

ntervention and, therefore, is on-demand). 

.2.4. Adaptation 

Given that the approach chosen in this research is to separate 

he adaptation code and logic (provided by control owners dur- 

ng the offline steps) from the adapted security controls, the same 

rtefacts may be used by the Adaptation engine to adapt different 

ontrols (re-utilization is not only possible, it is also recommend- 

ble) or different artefacts may be required to perform different 

daptations (parametric, architectural or behavioural) of the same 

ontrol. 

For this reason, the following characteristics would be desirable 

n the used or consumed adaptation artefacts: 

• Simplicity, adaptation artefacts should enable helpful and con- 

sistent abstractions easily discoverable and usable by the Adap- 

tation engine. 
8 
• As decoupled of specific security controls as possible, relying on 

standard specifications, protocols, semantics, etc. 
• As decoupled of specific implementation details as possible. 

Since the adaptation decision may be centralized, distributed 

or hybrid, the architecture layers supporting RiAS could be de- 

ployed differently. It is essential that both, the adaptation code 

and logic, can be consumed from the adaptation layer with in- 

dependence on where it is executing. 
• Organized around capabilities, not technology. Adaptation code 

and logic should be split into artefacts organized around capa- 

bilities (functionality). Such artefacts take a broad-stack imple- 

mentation of software for that capability, including APIs, persis- 

tent storage, required external interfaces, etc. Consequently, the 

artefacts are cross-functional, increasing reusability and avoid- 

ing complex changes in different artefacts every time a rule, a 

policy or a security control is added or updated. 
• Focused on automation, allowing adaptation of security controls 

minimizing human intervention. Furthermore, designed for fail- 

ure, avoiding the blocking of the security control and capable 

of managing versioning and rollbacks in the event of the failure 

during the adaptation process. 

. Validation and evaluation 

A real use case has been used to validate and evaluate the RiAS 

odel (architecture and flow). Specifically, we are interested in as- 

essing the proposed model’s behaviour when adapting a Web Ap- 

lication Filter (WAF) protecting the online video-sharing platform 

hown in Fig. 4 . 
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Table 6 

”IoC-HTTPcod” measure- 

ment. 

date cod count 

Table 7 

”IoC-RiASrules”

measurement. 

date rule 
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.1. Use case description 

This platform is deployed on different servers. In this use case, 

e have focused on one of them, which attend videos on demand 

with hostname v-sharing.urjc.es). Due to the significant network 

raffic amount it has to attend, this server cannot be found be- 

ind the corporate load balancer (F5 BigIP). Furthermore, the avail- 

ble server resources are limited, so it is only protected with some 

ules in a software WAF on the server. It is also essential to know 

hat the web portal is offered by another server (with hostname 

lay.urjc.es) and that it is this server that provides users with the 

RLs of the videos they want to watch. Another WAF protects this 

ast server on the load balancer. 

Summarizing: when a user accesses a video (for example, 

hrough the URL https://play.urjc.es/video/86a24), the video file 

mbedded in the player on the web page is requested to a dif- 

erent URL (https://v-sharing.urjc.es/track/86a24.mp4). 

Because bandwidth traffic is very high when serving video on 

emand and whitelisting mode in a WAF would slow down the 

latform, it has been decided to use RiAS to adapt the WAF con- 

guration on the video on demand server (v-sharing.urj.es). This 

erver uses Nginx software to serve the videos; the selected WAF 

s Naxsi. 

The objective in this use case is to analyze the logs generated 

y the video on demand server (an Nginx webserver). If a potential 

ttack is detected, RiAS needs to apply restrictive settings to the 

AF (Naxsi). Likewise, when a reasonable time has passed since 

he potential attack, and there is no indication that it is still going 

n, RiAS need to adapt the WAF configuration to be less restrictive 

nd consume fewer machine resources. 

.2. Implementation and validation 

The first prototype of RiAS has been implemented using mainly 

avaScript and web technologies, with Node JS. Rules and policies 

ave been written in JSON. The model has been run centrally, with 

ll the modules executing on the same server. The Measurement 

ayer relies on a MongoDB database. 

.2.1. Offline steps 

The decision-maker is the WAF administrator; two different 

ules have been defined: 

• The first, R1, of the ”event-driven” type, is responsible for ap- 

plying a parametric adaptation (configuration and creation of 

WAF rules to work using a white list). The event that triggers 

this rule’s application (that has to be configured within the 

Monitoring module of RiAS) is the measurement of 10 or more 

HTTP 404 status codes in the Nginx server logs in one minute 

(a specific IoC). 
• The second, R2, of type ”periodic”, is also in charge of applying 

a parametric adaptation (configuration of WAF rules to work 

with the default configuration). The period for this rule is at 

12 a.m. (requires a short restart of the web service and takes 

place in an hour with little traffic). 

In this way, the responsible for the video-sharing platform is 

he policy administrator. The adaptation policy is reactive: R1 is 

pplied when an attack on the video server is suspected; R2 is ap- 

lied when R1 has been applied, and there is no indication that 

he potential attack persists. 

It has also been necessary to develop several plugins; the con- 

rol owner is the WAF administrator again. These plugins connect 

o the video server to create the relevant rules in the WAF, ap- 

ly the new configuration and restart the Naxsi and Nginx services 

hen the adaptation is required. 
9 
.2.2. Measurement 

The instrumentation in this use case is based on IoCs: 

• On the one hand, an updated record of HTTP status codes is 

kept. This record is updated every minute, grouping codes by 

type and counting the number of occurrences of each code 

in that last minute. If it finds 10 (or more) HTTP 404 status 

code, the same process acts as antecedent in the Policy, launch- 

ing the execution of rule R1 (We have called the antecedent 

EVENT-HTTPcod-High). This process also creates another an- 

tecedent (we have called EVENT-HTTPcod-Low), which, as with 

EVENT-HTTPcod-High, checks the HTTP 404 status codes and, 

if they have dropped from 10 a minute, launching (if another 

antecedent is also fulfilled) the execution of rule R2. This mea- 

surement, which we have called, IoC-HTTPcod, is collected by a 

plugin that, every minute, retrieves these values from the Ng- 

inx access.log of the video-on-demand server and stores them 

in the RiAS MongoDB database. Data is stored with the struc- 

ture shown in Table 6 . The date parameter corresponds to the 

date/time the data was collected, cod corresponds to the HTTP 

code and count to the number of occurrences of this code in 

the log file. 
• A record of applied rules is also kept (along with the date/time 

of application). This second measurement, which we call IoC- 

RiASrules, is also collected through a plugin similar to the 

previous one, which retrieves the values from the RiAS logs 

and stores them in the MongoDB database. The data is stored 

as shown in Table 7 . The date parameter corresponds to the 

date/time the data was collected, and the rule parameter is the 

identifier of the applied rule. In this case, there is also an an- 

tecedent, called EVENT-StrictModeWAF, which, checking if the 

last rule executed corresponds to R2. In case this is so, when 

the EVENT-HTTPcod-Low antecedent is met, rule R2 will be run. 

So, IoC-HTTPcod corresponds to the measurement of the HTTP 

odes of the Nginx server that serves the videos on demand (con- 

ext regarding the protected asset) and IoC-RiASrules to the mea- 

urement of the application of the different RiAS rules (context re- 

arding RiAS itself and the WAF adaptation). 

.2.3. Decision 

Decision making is carried out with the policy “Protect-video- 

erver-from-a-web-attack” in Table 8 and rules in Table 9 . 

.2.4. Adaptation 

As has been already mentioned, the adaptation of the WAF con- 

guration is performed using two different plugins; one is used 

y the rule R1 and the other by the rule R2. Both adaptations 

ill be performed using the same artefact (which we have called 

ONNECTION-SSH-WithCert), which will create an SSH connection 

o the video on demand server authenticating with a certificate. 

The two plugins share three modules: 

• The first consists of a code fragment to connect to the video on 

demand server using the specified artefact. 
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Table 8 

Policy for the use case. 

5

r

t

a

u

d

b

fi

s

S

a

l

r

i

u

p

i

w

s

• The second is responsible for making a backup of the Nginx 

configuration file(s) and the Naxsi rules file(s) that are going 

to be modified. 
• Finally, the third module restarts the services affected by adap- 

tations (Nginx and Naxsi). In case of failure, it is also responsi- 

ble for restoring the backup of the configuration files and rules 

and returning an error to the RiAS Adaptation engine (which 

will notify the control owner indicating that a problem has oc- 

curred when applying the adaptation). 

The created plugins work as described below: 

• The first plugin, RestrictedMode: 
• After connecting via the selected artefact to the video-on- 

demand server, check the Nginx and the Naxsi status. 
• In case Nginx and Naxsi are running, the Naxsi and Nginx 

rules and configuration files are backed up. 
• A query is made to the video database to retrieve all the 

existing videos on the platform and to be able to form all 

the video URLs that must be accessible. 
• Once the video URLs that must be accessible was formed, 

the necessary rules are created in a WAF rules file 

(naxsi_whitelist.rules) to allow access to these URLs through 

whitelist (option ”MainRule” in Naxsi). All the parameters 

that can be passed from the URL are also considered. 
• This rules file is included in the Nginx configuration (in the 

sites-enabled file). 
• The restart module for the Nginx and Naxsi services runs. 

• The second plugin, called NormalMode: 
• After connecting via the selected artefact to the video-on- 

demand server, check the Nginx and the Naxsi status. 
10 
• In case both are active, the Naxsi and Nginx rules and con- 

figuration files are backed up. 
• If it exists, the rules file created by RestrictedMode 

(naxsi_whitelist.rules) is deleted, and the Nginx configura- 

tion (sites-enabled file) is modified not to include that file, 

leaving only the default rules file (naxsi_default.rules). 
• The restart module for the Nginx and Naxsi services runs. 

.3. Performance analysis 

Two sets of experiments have been conducted to measure the 

esponse time and the resource consumption of the first RiAS pro- 

otype. The first set of experiments has been performed during 

n average day (normal behaviour of the video-sharing platform 

sers). The second set of experiments has been performed on a 

ay when the platform is under attack. 

If RiAS were not used, there would be two possible scenarios, 

oth static. In the first one, we work with the least restrictive con- 

guration of the WAF, based on blacklists. When the DoS attack 

tarts, the WAF itself cannot detect or prevent it; it cannot react. 

o the attacker achieves his goals. The attack may be detected by 

dding a new IDS-type solution to the architecture, but this so- 

ution would not have the ability to react to the attack, only to 

aise an alert for a human operator to act. Furthermore, it would 

ncrease the cost of the architecture. 

In the second, we work with the most restrictive WAF config- 

ration, based on whitelists. All the time. This would prevent the 

articular attack tested in the use case, but at the cost of consum- 

ng a large amount of resources on the server all the time, even 

hen this consumption would not be necessary. It has to be con- 

idered that the average consumption of CPU and RAM memory 
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Table 9 

Rule 1 and Rule 2 for the use case. 
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t the server with the WAF configured to use blacklists and 100 

oncurrent users accessing the video application is 19% and 76%, 

espectively. On the other hand, the average CPU and RAM mem- 

ry consumption at the server with the WAF configured to use 

hitelists and 100 concurrent users accessing the video applica- 

ion is 24% and 83%, respectively. 

By using RiAS, the least restrictive WAF configuration can be 

sed to save server resources and to be able to handle more con- 

urrent user requests. However, at the first sign of increased risk, 

he WAF can be adapted automatically to the new scenario, work- 

ng with whitelists and dealing with the potential attack. When 

he situation returns to normal, the WAF can switch back to the 

riginal configuration. This process could be performed as many 

imes as necessary, automatically adapting the security control to 

he tolerated risk at any given time and the context of the asset 

eing protected. 

The tests were conducted with a centralised RiAS implemen- 

ation running on a Linux PC with an Intel Core i7@3.6 GHz 

rocessor and 32 GB of RAM. The results for each performance 

gure have been obtained by executing the experiments ten 

imes, and computing arithmetic means obtaining the following 

esults: 
M

11 
• Response time: The average time of a decision cycle in the 

first set of experiments (no necessary adaptation), from the mo- 

ment the policy is recovered from the database until it is de- 

cided that no adaptation is needed, is 23.4 ms (with 2.3 ms 

of standard deviation). The average time of a decision cycle 

in the second set of experiments (required adaptation), from 

the moment the policy is recovered from the database until 

the adaptation is launched in the adaptation layer, is 49.7 ms 

(with 3.9 of standard deviation). Again on average, 6.1 ms are 

consumed by the antecedent evaluation. The consequent exe- 

cution consumes the rest of the time, implying recovering the 

rule (27.2 ms) and triggering specified actions through available 

artefacts. Measurements have been performed when using R1 

because R2 is periodic, and the adaptation is not performed in 

real-time. 
• CPU and memory usage: The execution of RiAS with one policy 

and two rules has implied peaks of 0.4% of CPU utilisation and 

29 MB of RAM memory. 

Furthermore, scalability and usability have been assessed. Dif- 

erent simulations have been performed to measure scalability. 

ore policies have been added to the Adaptation engine in these 
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imulations, all of them working with different antecedents and 

onsequents to avoid the effects of reuse on resource consump- 

ion. We observe that resource consumption (CPU and RAM) is lin- 

arly increased according to the number of policies up to 100. The 

imiting resource is the CPU; around 100 policies response times 

orsen significantly. This is expected in such a computer setup 

ith limited computing resources. A more powerful server or a 

istributed solution should be deployed to execute RiAS managing 

ore than 100 policies. 

Regarding usability, the video platform administrator and the 

AF administrator have been involved in this use case. We have 

sked them to translate their security requirements to different 

olicies and rules through the RiAS prototype interfaces. They have 

een able to complete this task after a fast walk-through of the so- 

ution. We have also asked them to notify us if they are not satis- 

ed with the performed adaptations during the experiments men- 

ioned above. Some observations can be made: 

• During the day of normal operation, there was one unneces- 

sary adaptation due to a ”false positive” of the defined policy. 

This adaptation caused the WAF to switch to a restrictive mode 

without being necessary. Changes were undone by rule two in 

the time slot specified for it without major consequences. 
• During the day with the platform under attack, the WAF adap- 

tations were performed as soon as the selected IoC was ob- 

served (ten HTTP 404 status codes in one minute). This real- 

time adaptation of the WAF configuration allowed the policy 

manager and decision-maker to react to a context change to 

manage risk according to their needs. 

These experiments have demonstrated the importance of prop- 

rly configuring the Measurement layer (choosing the right met- 

ics and context-awareness information) and accurately expressing 

he policy antecedent to avoid unnecessary adaptations and, at the 

ame time, react within a reasonable time to context changes. 

Given the inherent complexity of coordinating the three lay- 

rs composing the RiAS architecture (measurement, decision and 

daptation) and the three agents participating in the adaptation 

ow (policy administrators, decision-makers and control owners), 

he proposed approach may have some limitations in specific sce- 

arios. Mainly because RiAS cannot ensure a proper configuration 

f the Monitoring module to trigger a specific policy or that there 

xists a proper artefact to perform the specific action required by 

 specific rule. 

That is why we are adding to RiAS templates and examples 

f context-awareness configurations, policies, rules and artefacts 

or representative assets and situations that will help the differ- 

nt agents extract the RiAS model full potential and understand its 

imitations. 

. Conclusion 

The continually increasing number of cyber threats and their 

apid evolution raise significant security concerns regarding tradi- 

ional static design, configuration and policy definition of security 

ontrols, countermeasures and safeguards. One approach to allevi- 

te these concerns is to enable adaptive risk-based security con- 

rols to adapt to changes in the operating context, the protected 

sset or the security goals. However, the cost of including this dy- 

amism, coupled with the heterogeneity and complexity of current 

cenarios (web, mobile, cloud, IoT, 5G, etc.), hinders the formula- 

ion of suitable solutions for different hardware and software se- 

urity controls used in different application domains. 

This work has proposed RiAS, a model for Risk-based Adap- 

ive Security, allowing the adaptation of security controls through 

he semantic representation of adaptation policies and rules. The 

roposed model enables parametric, architectural or behavioural 
12 
daptation of security controls using a three-layer architecture and 

 three-step flow (measurement, decision and adaptation). This 

odel has been validated in a real use case, clearly demonstrat- 

ng the following characteristics: (i) It can perform different kinds 

f adaptation, with different timing, decision and risk-management 

trategies. (ii) It enables stakeholders (decision-makers, policy ad- 

inistrators, control owners, and users) to efficiently collaborate to 

efine their particular security and business requirements to guide 

daptation decisions. (iii) It provides automated (and almost real- 

ime, if required) adaptation of security controls, decoupling the 

daptation decision and logic from the control itself. 

Further research is required to demonstrate the feasibility of 

ur proposal in distributed environments. We are currently work- 

ng on providing RiAS as a service, implementing a first distributed 

rototype of the solution, which could be offered using the cloud 

omputing or edge computing paradigms. Another critical research 

hallenge that we want to address in the short term is incorpo- 

ating some memory and intelligence into the Monitoring module 

nd the Adaptation engine to learn from past decisions and take 

heir results into account in future decisions. If these components 

re able to learn, they can significantly assist policy managers and 

ecision-makers in their work. 
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